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DEVICE FUNCTIONALITY

Allow use of camera

Allow video conferencing
Allow screen capture

Allow passcode modification

Allow Touch ID to unlock
device

Allow use of iMessage
Allow installing public apps

Allow App Store icon on Home
screen

Allow app removal
Allow in-app purchase

Allow documents from
managed sources in
unmanaged destinations

Allow automatic app
downloads

Allow changes to cellular data
usage for apps

Allow documents from
unmanaged sources in
managed destinations

Force limited ad tracking
Allow Handoff

Allow automatic sync while
roaming

Allow voice dialing

Allow internet results in
Spotlight

Allow Siri

Allow Siri while device locked
Enable Siri Profanity Filter
Show user-generated content
in Siri

Allow manual profile
installation

Allow configuring Restrictions
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Default Restrictions for Student/Shared iPads

Makes installing Apps
easier through Airwatch
while keeping students
out of the App store
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Restrictions should

not be set on the
device but rather

~ = through Airwatch.

i0S 9 + Supervised
1I0S7

i0S 6 + Supervised

i0S 9 + Supervised

i0S 6 + Supervised

10S7

i0S 9 + Supervised

i0S 7 + Supervised

10S7

10S7
10S 8

i0S 8 + Supervised

i0S 5

i0S 5.1

i0S 6 + Supervised
i0S 7 + Supervised

i0S 6 + Supervised

i0S 8 + Sunervised

Allow Erase All Contents and
Settings

Allow device name
modification

Allow wallpaper modification
Allow account modification

Require passcode on first
AirPlay pairing

Allow Passbook notifications in
Lock screen

Show Control Center in Lock
screen

Show Notifications Center in
Lock screen

Show Today view in Lock
screen

Allow AirDrop

Enforce AirDrop as an
unmanaged drop destination

Allow Apple Watch pairing

Enforce Wrist Detection on
Apple Watch

Allow keyboard shortcuts
Allow predictive keyboard

Allow auto correction for
keyboard

Allow spell check for keyboard

Allow definition lookup for
keyboard

These restrictions are intended to keep students from:
Changing wallpaper/lockscreen,
Setting device/estrictions passcode,
Resetting/erasing the iPad,

Logging into iCloud and other accounts
Downloading apps,
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Restrictions can be modified to suit other uses of iPads such as
personal teacher use or specific uses in other program.
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New features
requiring iOS 9

Notifications are
|_usually a

distraction on

multi-user iPads

Some teachers

have found these
" features to be a

nuisance with

younger students.
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iOS 8 + Supervised

i0S 9 + Supervised

i0S 9 + Supervised
i0S 7 + Supervised
i0S7.1

10S 6

10S7

10S7

10S7

i0S 7 + Supervised
i0S9

i0S 9 + Supervised
i0S8.3

i0S 9 + Supervised
i0S 8.1.3 + Supervised
i10S 8.1.3 + Supervised

i0S 8.1.3 + Supervised
i10S 8.1.3 + Supervised




APPLICATIONS

Allow use of YouTube

Allow use of iTunes Music
Store

Allow use of iBookstore
Allow Game Center
Allow multiplayer gaming

Allow changes to Find My
Friends

Allow use of Safari
Allow News

Allow Podcasts
Enable autofill
Force fraud warning
Enable JavaScript
Block pop-ups
Accept Cookies

SECURITY AND PRIVACY

Allow user to trust unmanaged
enterprise apps

Force iTunes Store password
entry

Allow diagnostic data to be
sent to Apple

Allow user to accept untrusted
TLS certificates

Allow over the air PKI updates
Force encrypted backups

Allow pairing with non-
Configurator hosts

ORD Default Restrictions for Student/Shared iPads
ICLOUD
i0S 5 and below Allow backup - i0S 5
- Allow document sync - 0S5
- Allow keychain sync _ 105 7
| iOS 6 + Supervised Allow managed apps to store 058
. i0S 6 + Supervised data
‘ Allow backing up Enterprise - 05 8
. i0S 7 + Supervised Books
Allow synchronizing Enterprise 0S8
Books notes and highlights -
‘_‘ iOS 9 + Supervised Allowr Photo Streim - i0S5
J i0S 8 + Supervised Allow Shared Photo Stream i0S 6
- . . —
- Allow iCloud photo library B 059
-
MEDIA CONTENT
A
Al ”
L [ Ratings region Canada <]
Movies Don't Allow Movies B
TV Shows Don't Allow TV Shows
Apps Allow All Apps
i0S 9 + Supervised =~ 1BOOks Aliow AN Eaoks i0S 6 + Supervised
Allow explicit music and A
- i0S 5 podcasts
P —
1055 Movies and TV shows refer to iTunes content. Cart iPads are
I logged into a common iTunes account for installing Apps only.
|
e This Apple ID is not used for iCloud services such as Game Center,
0 iBookstore, media from iTunes, podcasts, news, etc.
v i i . g .
9 B et There is no age restriction on Apps because internet browsers
carry a 17+ rating




